Implementing Arrangement
between
the Department of Homeland Security of the United States of America
and
the Ministry of Internal Affairs of Romania
under
the Agreement between the Government of the United States of America
and the Government of Romania

on Enhancing Cooperation in Preventing and Combating Serious Crime

The Department of Homeland Security of the United States of America (“U.S.
Department of Homeland Security”) and the Ministry of Internal Affairs of Romania
(herein collectively the “Participants™),

In accordance with the Agreement between the Government of the United States of America
and the Government of Romania on Enhancing Cooperation in Preventing and Combating
Serious Crime, done at Washington October 5, 2015 (herein the “PCSC Agreement”), and, in
particular, Article 6, paragraph 2, which provides for implementing arrangements to set forth
technical and procedural details for automated queries conducted pursuant to Article 4 of the
PCSC Agreement,

Recognizing a need to have a technical arrangement for the connection to a secure information
system for the purpose of verifying the identity of individuals suspected or convicted of a
serious crime, and of travelers, migrants, asylum seckers, and refugees, through the exchange
of fingerprint and biographic data, to determine whether they are being investigated for, or
are suspected, or convicted of, serious offenses, including terrorism,

Anticipating even further collaboration in the future between the two Participants through the
use of new technologies to increase the ability to identify, prevent, and counter serious crime,
including, in appropriate cases, under other new agreements or arrangements, by doing
automated biometric or biographic data checks,

Recognizing the commitment of the United States of America and the European Union to
ensuring a high level of protection of personal information exchanged in the context of law
enforcement cooperation and acknowledging the Agreement between the United States of
America and the European Union on the Protection of Personal Information Relating to the
Prevention, Investigation, Detection and Prosecution of Criminal Offenses, done at
Amsterdam June 2, 2016, and entered into force February 1, 2017 (the “U.S.-EU Umbrella
Agreement”),

Have stated as follows:



Section 1
Definitions

Within the meaning of this Implementing Arrangement:

a. “Additional Information” means supplemental information related to the nature of
prior encounters with the individual, including whether the individual has entered the
territory of the country of a Participant illegally or has been convicted of serious
crimes.

b. “Querying Participant” means the Participant to this Implementing Arrangement that
has initiated the query.

¢. “Searched Participant” means the Participant to this Implementing Arrangement that
receives the query from the Querying Participant.

The definitions in Article 1 of the PCSC Agreement apply to this Implementing
Arrangement.

Section 2
Purpose and Scope

Consistent with the purposes of the PCSC Agreement, the Participants have jointly
decided to utilize the PCSC Agreement in order to prevent, detect, and investigate serious
crime, including terrorism, in the border security and immigration context, including law
enforcement investigations and actions, to the extent consistent with the authority and
duties of relevant officials, in accordance with their respective national laws.

The purpose of this Implementing Arrangement is to allow the Participants to use the
querying powers in the PCSC Agreement to exchange information on travelers, migrants,
asylum seekers, and refugees to determine whether such individuals have committed or
are committing, are suspected of, are being investigated for, or have been convicted of
serious crime[s].

The Participants commit to exchange information under this Implementing Arrangement
to detect, prevent, and investigate serious crime, including when conducting screening
of individuals at their respective borders, even where the individual has not been
identified for further inspection, and in the context of, inter alia, determining their
eligibility for travel documents and authorizations, admission, and other immigration-
related benefits, to the extent consistent with the authority and duties of relevant officials,
their respective national laws, and the PCSC Agreement.

The Participants also understand that they may use the procedures of this Implementing
Arrangement to exchange information on any individuals suspected of serious crime for
purposes of furthering an investigation, consistent with the PCSC Agreement and with
the authority and duties of relevant officials and their respective national laws.



Section 3
Automated Querying of Fingerprint Data

1. For the purposes set forth in Section 2 of this Implementing Arrangement, each
Participant commits to allow the other Participant to automatically submit fingerprint
queries to facilitate the lawful and appropriate exchange of personal data and Additional
Information associated with fingerprint data as provided by Article 5 of the PCSC
Agreement.

2. In accordance with Article 4 of the PCSC Agreement, the Participants commit to submit
automated queries only when they have the authority under their respective national laws
and only in individual cases.

3. Upon submission of an automated query, the following actions are expected to occur
without human intervention:

a.

Electronic receipt, by the Searched Participant’s contact points as referred to in
Section 6, paragraph 1 of this Implementing Arrangement, of a reference data from
the Querying Participant;

Comparison of the fingerprint supplied by the Querying Participant against the
appropriate automated fingerprint identification systems of the Searched Participant;
Notification of whether the supplied fingerprint matches a record in the respective
automated fingerprint identification systems (a positive / hit or a negative / no-hit);
As authorized by national law of the Participants, the transmission of available
personal data and Additional Information upon a positive match as described in
Section 4 of this Implementing Arrangement; and

Deletion of the fingerprint included in the Querying Participant’s query after the
Searched Participant has determined whether it does not have a matching record (no-
hit) or it has determined that it has a matching record through its applicable database
(hit) and shared relevant personal data and Additional Information.

4. For purposes of automated queries under this Section, the Participants commit to make
available data in the Participants’ respective data systems, as identified below to the extent
permitted by their respective laws and policies:

a. For the Ministry of Internal Affairs of Romania: all applicable and
appropriate records available through the National Database Platform
established for the purposes of this Implementing Arrangement, consisting of:

i. data maintained in the Romanian AFIS database and other relevant
databases of the Romanian Police;

ii. data existing in the National Informatic System for Persons’ Records
(SNIEP), held by the General Directorate for Persons’ Records and
data existing in the National Informatic System for Simple Passports
Records.

iii. data available in the IT system for the Management of Aliens (SIMS),
held by the General Inspectorate for Immigration.



b. For the U.S. Department of Homeland Security: all applicable and
appropriate records authorized by applicable U.S. law and policy and
maintained in or available to IDENT, or its successor.

5. The Participants understand that this Implementing Arrangement does not apply to the
criminal history information of the United States Department of Justice, Federal Bureau
of Investigation (FBI) and access to such information is to be conducted using the
procedures jointly determined by the FBI and the National Forensics Institute from the
General Inspectorate of Romanian Police as National Contact Points for such information.

Section 4
Transmission of Further Personal Data and Additional Information

1. Should the procedure referred to in Section 3 of this Implementing Arrangement show a
match between the queried fingerprint and one held by the Searched Participant, and to
the extent authorized by the Participants’ respective national law, the Participants expect:

a. The Querying Participant to supply the Searched Participant, through the respective
contact points as referred to in Section 6, paragraph 1 with personal data and
Additional Information it has collected or generated prior to and during the
proceeding that motivated its original query;

b. The Searched Participant to supply the Querying Participant, through the respective
contact points as referred to in Section 6, paragraph 1 with available personal data
and Additional Information, to be used solely to prevent, detect, and investigate
serious crime;

2.  The Participants commit to process the personal data and Additional Information
exchanged under this Section solely for the purposes described in Section 2 of this
Implementing Arrangement.

3. Personal data may include, if available in accordance with national law, regulation, and
policy, associated reference numbers, name, surname, national individual code/number,
date of birth, place/county of birth, previous names, other names, parents'
names/surnames, sex, citizenship, crime/reason for enrcllment, passport data, criminal
records, and migration and asylum information.

4. The Participants understand that they may not share data from asylum records in the
event a national/citizen of a country of a Participant claims asylum in the other
Participant's country.

5. The personal data to be supplied may also include other biometric data, when available.

Section 5
Procedures for Manual Exchange of Further Personal Data and Additional
Information

1. When the Querying Participant encounters an individual who is a match, the Participants
may securely exchange personal data and Additional Information that cannot be
transmitted automatically through existing communication channels or through other



means of communication, including the connection established through this
Implementing Arrangement, which is expected to be regulated by specific terms mutually
decided upon by both Participants.

Where applicable and if deemed necessary, when there is a gross mismatch (i.e. multiple
biographic personal data elements do not match) between the personal data held by the
Querying Participant and the personal data supplied by the Searched Participant
following a biometric hit, comparisons and further analysis may also be made by the
Participants using other personal data or Additional Information.

The Participants commit to implement the provision under paragraph 1 of this Section
through the respective contact points referred to in Section 6 of this Implementing
Arrangement.

Section 6
Contact Points

For the purpose of the supply of data as referred to in Sections 3, 4, 5, and 7 of this
Implementing Arrangement, each Participant commits to communicate one or more
contact points for purposes of implementing this Implementing Arrangement in a separate
written communication within 30 days after this Arrangement becomes operative
according to Section 13, paragraph 1.

In the event of a change in the communicated contact points, each Participant is expected
to notify the other in a separate written communication.

Section 7
Voluntary Supply of Personal and Other Data
in order to Prevent Serious Crime and Terrorism

Pursuant to Article 12 of the PCSC Agreement and consistent with the purpose in Section 2
of this Implementing Arrangement, for the prevention of serious crimes the Participants may,
in compliance with their respective laws, even without being requested to do so, supply the
other Participant’s relevant national contact point the personal data specified in Article 12 of

the PCSC Agreement.
Section 8
Protection of Personal Data
1. The Participants commit to transfer personal data under this Implementing Arrangement

in accordance with the PCSC Agreement, as further detailed in Section 10 of this
Implementing Arrangement, and in a manner consistent with the transfer of personal
information under the “U.S. - EU Umbrella Agreement.”

Regarding the data subject rights, administrative and judicial redress, and oversight, the
Participants understand that Articles 16 - 21 of the “U.S. - EU Umbrella Agreement” are
applicable.



Section 9
Application and Evaluation of this Implementing Arrangement

1. For the application of this Implementing Arrangement, the Participants commit to
establish the technical and security aspects related to the interconnection, the maximum
volume of the requests or queries performed by each Participant and the technical and
procedural details of the queries carried out according to the provisions of Sections 3, 4
and 6. The Participants commit to further elaborate on these details in technical and
operational documents,

2. The Participants commit to consult each other regularly on the implementation of this
Implementing Arrangement. As part of such consultations, the Participants commit to:

a. Review the number of automated queries made and the number and percentage of
maiches;

b. Share, to the extent practical, additional statistics and case studies demonstrating
how the exchange of information under this Implementing Arrangement has assisted
in identifying criminals, including known or suspected terrorists or other threats to
national security, and actions taken as a result of that identification; and

c. Share any privacy incidents that occur during the implementation of this
Implementing Arrangement within 48 hours of discovery, or as soon thereafter as
practicable, including unauthorized access or disclosure of personal information and
the corrective actions taken in response to any such incidents.

Section 10
Relationship to PCSC Agreement

This Implementing Arrangement serves as an implementing arrangement under the PCSC
Agreement and the Participants recognize that all of the provisions of the PCSC Agreement
apply to this Implementing Arrangement. In the event of a conflict between the provisions of
this Implementing Arrangement and the provisions of the PCSC Agreement, the provisions
of the PCSC Agreement prevail.

Section 11
Expenses

Each Participant commits to bear its own expenses for the implementation of this
Implementing Arrangement. In special cases, the Participants may jointly decide otherwise.

Section 12
Consultations

Differences on the implementation and understanding of this Implementing Arrangement are
expected to be resolved through negotiations between the Participants.



Section 13
Final Provisions

1. This Implementing Arrangement becomes operative on the date of the later note sent in
an exchange of diplomatic notes between the Participants confirming that each
Participant has satisfied its internal procedures necessary to implement this
Implementing Arrangement.

2. In carrying out the procedures provided for in this Implementing Arrangement, the
Participants acknowledge they will act in accordance with and to the extent authorized
by their national laws and obligations arising from the PCSC Agreement.

3. The Participants commit to inform each other of any changes to their national laws that
may materially affect the operation or implementation of this Implementing
Arrangement.

4. This Implementing Arrangement may be modified by the written mutual decision of the
Participants,

5. Either Participant may discontinue this Implementing Arrangement at any time. The
discontinuing Participant is expected to give the other Participant at least three months’
advance notice of its intent to discontinue this Implementing Arrangement. The
Participants understand that, unless they decide otherwise in writing, the discontinuation
of this Implementing Arrangement is not intended to affect the completion of activities
underway when notice of discontinuation is provided. In the event of discontinuation of
this Implementing Arrangement, the Participants commit to continue to protect all
personal data supplied under this Implementing Arrangement consistent with the refevant
provisions of the PCSC Agreement.

Signed in\Ban)\V\/\JAT_On ] q day of {\Q/U-M-M in duplicate, in the

English and the Romanian languages, both texts bcingaéqually vali

FOR THE DEPARTMENT OF FOR THEMINISTRY OF INTERNAL
HOMELAND SECURITY OF THE AFFAIRS QF ROMANIA:
UNITEDSTATES OF AM A




Aranjament de punere in aplicare

fntre

Departamentul pentru Securitate Interni al Statelor Unite ale Americii
si
Ministerul Afacerilor Interne din Rominia
a
Acordului intre Guvernul Statelor Unite ale Americii
si Guvernul Romaniei

privind Intensificarea Cooperirii in Prevenirea si Combaterea Infractiunilor Grave

Departamentul pentru Securitate Interni al Statelor Unite ale Americii ("Departamentul
pentru Securitate Interni al SUA") si Ministerul Afacerilor Interne din Romania (denumite
impreuni in continuare “Participanti”),

fn conformitate cu Acordul intre Guvernul Statelor Unite ale Americii §i Guvernul Romaniei
privind intensificarea cooperdrii In prevenirea si combaterea infractiunilor grave, incheiat la
Washington la 5 octombrie 2015 (in continuare “Acordul PCSC”), si, 1n special, cu Articolul
6, alineatul 2, care prevede aranjamente de punere in aplicare ce stabilesc detalii tehnice si
procedurale in cazul interogarilor automatizate efectuate in conformitate cu Articolul 4 al
Acordului PCSC,

Recunoscand nevoia de a avea un aranjament tehnic pentru conectarea la un sistem de
informatii securizat in scopul verificarii identitafii persoanclor suspecte sau condamnate pentru
sdvérsirea de infractiuni grave, s a calitorilor, migrantilor, solicitantilor de azil si refugiatilor,
prin schimb de date dactiloscopice si date biografice, pentru a stabili daci aceste persoane fac
obiectul unor investigatii ori sunt suspecte de sau condamnate pentru infractiuni grave, inclusiv
terorism,

Anticipand o colaborare §i mai aprofundati in viitor intre cei doi Participanti prin folosirea
noilor tehnologii in vederea dezvoltirii capacitatii de identificare, prevenire si combatere a
infractionalititii grave, inclusiv, acolo unde se considera necesar, in baza unor noi acorduri say
aranjamente, prin realizarea de verificiri automatizate ale datelor biometrice sau biografice,

Recunoscind angajamentul Statelor Unite ale Americii si al Uniunii Europene pentru
asigurarea unui nivel inalt de protectie a datelor cu caracter personal schimbate in cadrul
cooperdrii in domeniul aplicarii legii si congtientizand prevederile Acordului dintre Statele
Unite ale Americii si Uniunea Europeani privind protectia informatiilor cu caracter personal
in ceea ce priveste prevenirea, depistarea, investigarea §i urmdrirea penali a infractiunilor,
incheiat la Amsterdam la 2 iunie 2016, si intrat in vigoare la 1 februarie 2017 ("Acordul cadru
SUA - UE"),

Au stabilit urmitoarele:



Sectiunea 1
Definitii

in intelesul prezentului Aranjament de punere in aplicare:
“Informatii Suplimentare” inseamni informatii suplimentare privind natura intlnirilor
anterioare cu persoana vizata, inclusiv daci pbersoana respectivé a intrat ilegal pe teritoriul tarii
unui Participant sau a fost condamnat3 pentru infractiuni grave,
“Participantul care Efectueazi Interogarea” inseamni Participantul la prezentul Aranjament
de punere n aplicare care a initiat interogarea.

“Participantul Interogat” inseamni Participantul la prezentul Aranjament de punere in aplicare

care primeste interogarea de la Participantul care Efectueazi Interogarea.

- Definitiile previzute la Articolul 1 al Acordului PCSC se aplica prezentului Aranjament de

punere in aplicare.

Sectiunea 2
Obiectiv si Domeniu de Aplicare

in concordantd cu obiectivele Acordului PCSC, Participantii au decis de comun acord si
utilizeze Acordul PCSC pentru a preveni, descoperi si investiga infractiunile grave, inclusiv
terorismul, in contextul asigurarii securititii la frontiers si al imigratiei, inclusiv al
investigatiilor si actiunilor din domeniul aplicarii legii, in masura in care acestea sunt in
concordan{d cu atributiile si indatoririle autoritétilor competente, conform legislatiilor lor
nationale.

Scopul prezentului Aranjament de punere in aplicare este de a permite Participantilor si
foloseasci competenta de a efectua interogdri previzute in Acordul PCSC pentru a face schimb
de informatii privind céldtori, migranti, solicitanti de azil si refugiati in vederea stabilirii daci
astfel de persoane au comis sau comit, sunt suspecte de, sunt investigate, sau au fost
condamnate pentru comiterea unei/unor infractiuni grave.

Participantii se angajeazi si faci schimb de informatii in temeiul prezentului Aranjament de
punere in aplicare pentru a descoperi, preveni si investiga infractiuni grave, inclusiv atunci
cand efectueazi controlul persoanelor la frontierele proprii, chiar si in cazul in care persoana
nu a fost identificati pentru verificiri suplimentare, si in contextul, printre altele, stabilirii
eligibilitatii acestora pentru documente si autorizatii de cilitorie, admiterii si al altor beneficii
legate de imigrare, in masura in care sunt conforme cu atributiile §i indatoririle autorititilor
competente, cu legislatiile lor nationale si cu Acordul PCSC.

4. Participantii inteleg, de asemenea, ca pot utiliza procedurile previzute in prezentul Aranjament

de punere in aplicare pentru a face schimb de informatii cu privire la orice persoana suspecti
de infractiuni grave in scopul de a continua o investigatie, in conformitate cu Acordyl PCSC si
cu atributiile si indatoririle autoritatilor competente, precum si cu legislatiile lor nationale.

Sectiunea 3
Interogarea Automatizati a Datelor Dactiloscopice

Pentru obiectivele stabilite in Sectiunea 2 a prezentului Aranjament de punere in aplicare,

fiecare Participant se angajeazd si permiti celuilalt Participant, si transmita interogari



automatizate de date dactiloscopice in vederea inlesnirii
Cu caracter personal si informatii suplimentare asociate
prevazut in Articolul 5 al Acorduluj PCSC.

2.
automatizate numai in cazul in care au autoritatea
respective si numai in cazuri individuale,

3.
fara interventie umani:

a.

schimbului corespunzitor legal de date
cu datele dactiloscopice, asa cum este

Conform Articolului 4 al Acordului PCSC, Participantii se angajeazi si efectueze interogiri

necesard potrivit legislatiei nationale

La momentul efectuirii unej interogdri automatizate, se asteaptd si aiba loc urmitoarele actiuni

Primirea electronics, de citre punctele de contact ale Participantului Interogat, asa cum sunt

mentionate in Sectiunea 6, alineatul | al prezentului Aranjament de punere in aplicare, a unor
date de referinti de Ia Participantul care Efectueazi Interogarea;

b. Compararea datelor dactiloscopice furnizate de Partici

pantul care Efectueazi Interogarea cu

cele din sistemele automatizate respective de identificare a amprentelor ale Participantului

Interogat;

e

Notificarea daci datele dactiloscopice furnizate se potrivesc cu o inregistrare din sistemele

automatizate respective de identificare a amprentelor (un rispuns pozitiv/hir Sau un rispuns

negativ/no-hir);

d. In conformitate cu legislatia nationali a Participantilor, in cazul unyj rezultat pozitiv asa cum

este prevazut in Sectiunea 4 a prezentului Aranjament

de punere in aplicare, transmiterea de

date cu caracter personal s1 informatii suplimentare disponibile; si
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Efectueaza Interogarea dupi ce Participantul Interogat a stabilit ¢ interogarea nu a avut niciun
rezultat (no-hir) sau a stabilit ci a avut un rezultat pozitiv (4if) in baza sa de date relevants, si
a transmis datele cu caracter personal si informatiile suplimentare respective.

In scopul efectudrii unor interogiri automatizate in te

he

meiul prezentei Sectiuni, Participantii

se angajeazi si puni la dispozitie, in masura permisd de legislatiile $i politicile respective ale
acestora, datele din sistemele lor de date, astfel cum sunt identificate mai jos:

a. Pentru Ministerul Afacerilor Interne din Romania: toate evidentele specifice si

corespunzitoare disponibile prin intermediy| P

latformei Nationale a Bazelor de Date,

creatd in scopul prezentuluj Aranjament de punere in aplicare, constand in:

i. date existente in baza roméns de date
Politiei Romane;
ii. date existente in Sistemul National

AFIS si alte baze de date specifice ale

Informatic de Evidentd a Persoanelor

(SNIEP), gestionat de Directia Generala pentru Evidenta Persoanelor,
precum si date existente in Sistemul National Informatic de Eviden{i a

Pagapoartelor Simple.

iii. date disponibile in Sistemul Informatic de Management al Striinilor (SIMS),
gestionat de Inspectoratul General pentru Imigriri.

b. Pentru Departamentul pentru Securitate

Internd al SUA: toate evidentele

specifice §i corespunzitoare autorizate de legislatia si politicile aplicabile ale SUA,
existente in sau disponibile pentru IDENT, sau pentru succesorul acestuia.

5. Participantii inteleg ci prezentul Aranjament de punere in aplicare nu se aplica informatiilor
legate de istoricul infractional detinute de Departamentul de Justitie al SUA, Biroul Federa]



pentru Investigatii (FBI), iar accesul la astfel de informatii se va realiza utilizand procedurile
stabilite in comun de catre FBI si Institutul National de Criminalistici din cadrul
Inspectoratului General al Politiei Roméne ca puncte nationale de contact pentru astfe]l de
informatii.

Sectiunea 4
Transmiterea de Date Suplimentare cu Caracter Personal si Informatii Suplimentare

In cazul in care procedura previzuti la Sectiunea 3 a prezentului Aranjament de punere in

aplicare indici un raspuns pozitiv intre datele dactiloscopice interogate si cele detinute de

Participantul Interogat, si in misura permisd de legislatiile nationale respective ale

Participantilor, Participantii se asteapti ca:

a. Participantul care Efectueazi Interogarea si furnizeze Participantului Interogat, prin
punctele de contact respective asa cum sunt mentionate in Sectiunea 6, alineatuyl 1, date cu
caracter personal si Informatii Suplimentare colectate sau generate anterior si in timpul
procedurii care a motivat interogarea sa initial; _

b. Participantul Interogat si furnizeze Participantului care Efectueazi Interogarea, prin
punctele de contact respective asa cum sunt mentionate in Sectiunea 6, alineatul 1, date cu
caracter personal si Informatii Suplimentare disponibile, pentru a fi folosite exclusiv pentru
prevenirea, descoperirea si investigarea infractiunilor grave;

Participantii se angajeazi sa proceseze datele cu caracter personal si Informatiile Suplimentare
schimbate in temeiul prezentei Sectiuni exclusiv pentru obiectivele prevazute in Sectiunea 2 a
prezentului Aranjament de punere in aplicare.

Datele cu caracter personal pot include, in functie de disponibilitate potrivit legislatiei,
regulamentelor si politicilor nafionale, numere de referintd asociate, prenume, nume,
cod/numdr individual national, data nasterii, locul/judetul nasterii, nume anterioare, alte nume,
prenumele / numele parintilor, sex, cetdtenie, infractiune/motivul inscrierii, datele pasaportului,
informatii din cazier si informatii pe linie de migratie si azil.

Participantii inteleg ci nu pot face schimb de date din evidentele pe linie de azil in cazul in care
un cetdtean al tirii unuia dintre Participanti soliciti azil in fara celuilalt Participant.

Datele cu caracter personal ce vor fi furnizate pot s includ: si alte date biometrice, atunci cand
acestea sunt disponibile.

Sectiunea 5
Proceduri pentru Schimbul Manua] de Date Suplimentare cu Caracter Personal si
Informatii Suplimentare

Céand Participantul care Efectueazi Interogarea giseste o persoand cu rdspuns pozitiv,
Participantii pot face in mod securizat schimb de date cu caracter personal si Informatii
Suplimentare care nu pot fi transmise automatizat prin canalele de comunicare existente sau
prin alte mijloace de comunicare, inclusiv prin conexiunea stabilitd in temeiul prezentului
Aranjament de punere in aplicare, ce ar urma si fie reglementatd prin prevederi specifice
stabilite de comun acord de ambii Participanti.



pentru Investigatii (FBI), iar accesul la astfel de informatii se va realiza utilizind procedurile
stabilite in comun de catre FBI si Institutul National de Criminalistici din cadrul
Inspectoratului General al Politiei Roméne ca puncte nationale de contact pentru astfel de
informatii.

Sectiunea 4
Transmiterea de Date Suplimentare cu Caracter Personal si Informatii Suplimentare

In cazul in care procedura previzuti la Sectiunea 3 a prezentului Aranjament de punere in
aplicare indicd un rdspuns pozitiv intre datele dactiloscopice interogate si cele detinute de
Participantul Interogat, si In mdisura permisd de legislatiile nationale respective ale
Participantilor, Participantii se asteapta ca:

a. Participantul care Efectueazi Interogarea si furnizeze Participantului Interogat, prin
punctele de contact respective asa cum sunt mentionate In Sectiunea 6, alineatul 1, date cu
caracter personal si Informatii Suplimentare colectate sau generate anterior gi in timpul
procedurii care a motivat interogarea sa initiala;

b. Participantul Interogat si furnizeze Participantului care Efectucazi Interogarea, prin
punctele de contact respective asa cum sunt mentionate in Sectiunea 6, alineatul 1, date cu
caracter personal si Informatii Suplimentare disponibile, pentru a fi folosite exclusiv pentru
prevenirea, descoperirea §i investigarea infractiunilor grave;

Participantii se angajeazd sa proceseze datele cu caracter personal si Informatiile Suplimentare
schimbate in temeiul prezentei Sectiuni exclusiv pentru obiectivele previzute in Sectiunea 2 a
prezentului Aranjament de punere in aplicare.

Datele cu caracter personal pot include, in functie de disponibilitate potrivit legislatiei,
regulamentelor si politicilor nationale, numere de referinti asociate, prenume, nume,
cod/numir individual national, data nasterii, locul/judetul nasterii, nume anterioare, alte nume,
prenumele / numele périntilor, sex, cetifenie, infractiune/motivul inscrierii, datele pasaportului,
informatii din cazier si informatti pe linie de migratie si azil.

Participantii inteleg cd nu pot face schimb de date din evidentele pe linie de azil in cazul in care
un cetitean al tirii unuia dintre Participanti solicitd azil in tara celuilalt Participant.

Datele cu caracter personal ce vor fi furnizate pot sa includa si alte date biometrice, atunci cdnd
acestea sunt disponibile.

Sectiunea 5
Proceduri pentru Schimbul Manual de Date Suplimentare cu Caracter Personal si
Informatii Suplimentare

Cind Participantul care Efectueazi Interogarea giiseste o persoand cu rispuns pozitiv,
Participantii pot face in mod securizat schimb de date cu caracter personal si Informatii
Suplimentare care nu pot fi transmise automatizat prin canalele de comunicare existente sau
prin alte mijloace de comunicare, inclusiv prin conexiunea stabilitd in temeiul prezentului
Aranjament de punere in aplicare, ce ar urma sé fie reglementatd prin prevederi specifice
stabilite de comun acord de ambii Participanti.



Acolo unde este cazul si dacd se considerd necesar, atunci cnd se inregistreazi o nepotrivire
majord (de exemplu, multiple elemente biografice ale datelor cu caracter personal nu se
potrivesc) Intre datele cu caracter personal detinute de Participantul care Efectueazi
Interogarea si datele cu caracter personal furnizate de citre Participantul Interogat ca urmare a
unui rdspuns biometric pozitiv, comparatiile si analizele ulterioare pot fi de asemenea realizate
de cétre Participanti folosind alte date cu caracter personal sau Informatii Suplimentare.

Participantii se angajeazi s implementeze prevederea de la alineatul 1 al prezentei Sectiuni
prin punctele de contact respective previizute in Sectiunea 6 a prezentului Aranjament de
punere in aplicare.

Sectiunea 6
Puncte de Contact

In scopul furnizirii de date la care se face referire in Sectiunile 3, 4, 5 si 7 din prezentul
Aranjament de punere in aplicare, fiecare Participant se angajeazd si comunice, printr-o
comunicare scrisd separatd, in 30 de zile dupa data la care Prezentul Aranjament devine
operational In conformitate cu Sectiunea 13, alineatul 1, unul sau mai multe puncte de contact
in scopul implementérii prezentului Aranjament de punere in aplicare.

In cazul unei schimbiri in ceea ce priveste punctele de contact comunicate, se asteaptd ca
fiecare Participant si il notifice pe celélalt printr-o comunicare scrisa separata.

Sectiunea 7
Furnizarea Voluntara de Date cu Caracter Personal si a Altor Date in Scopul Prevenirii
Infractiunilor Grave si a Terorismului

In temeiul Articolului 12 al Acordului PCSC si in conformitate cu obiectivul mentionat in
Sectiunea 2 a prezentului Aranjament de punere in aplicare, pentru prevenirea infractiunilor
grave, Participantii pot, potrivit legislatiilor lor respective, chiar fird si li se solicite, si
furnizeze punctului national de contact relevant al celuilalt Participant datele cu caracter
personal mentionate la Articolul 12 din Acordul PCSC.

Sectiunea 8
Protectia Datelor cu Caracter Personal

Participantii se angajeazd sd transfere date cu caracter personal in temeiul prezentului
Aranjament de punere in aplicare in conformitate cu Acordul PCSC, asa cum este detaliat in
Sectiunea 10 a prezentului Aranjament de punere in aplicare, si in concordanti cu transferul de
informatii personale previzut de "Acordul - cadru SUA — UE".

In ceea ce priveste drepturile persoanelor vizate, ciile de atac administrative si judiciare, si
supravegherea, Participantii inteleg cd sunt aplicabile Articolele 16-21 ale "Acordului — cadru
SUA - UE".



I.

Sectiunea 9
Aplicarea si Evaluarea Prezentului Aranjament de Punere in Aplicare

Pentru aplicarea prezentului Aranjament de punere in aplicare, Participantii se angajeazi si
stabileascd aspectele tehnice §i de securitate privind interconectarea, volumul maxim de
solicitdri sau interogari efectuate de fiecare Participant si detaliile tehnice §i procedurale ale
interogdrilor efectuate in conformitate cu prevederile Sectiunilor 3, 4 si 6. Participantii se
angajeazi s prevadi aceste detalii in mod amanuntit in documente tehnice si operationale.

Participantii se angajeazd sa se consulte reciproc periodic cu privire la implementarea

prezentului Aranjament de punere 1n aplicare. Ca parte a acestor consultdri, Participantii se

angajeaza:

a. Si analizeze numirul de interogdri automatizate efectuate, precum si numdrul si
procentajul de rispunsuri pozitive;

b. Si comunice, In masura in care este util, statistici suplimentare si studii de caz ce arata
modul in care schimbul de informatii realizat in temeiul prezentului Aranjament de punere
in aplicare a contribuit la identificarea infractorilor, inclusiv a terorigtilor cunoscuti sau a
suspectilor de terorism, sau a altor amenintdri la adresa securitétii nationale, precum si
actiunile Intreprinse ca rezultat al identificérii respective; si

¢. Si comunice, in 48 de ore de la descoperire sau ¢t mai curdnd posibil, orice incidente de
confidentialitate ce survin in timpul implementirii prezentului Aranjament de punere in
aplicare, inclusiv accesul neautorizat sau divulgarea de informatii cu caracter personal si
actiunile corective Intreprinse ca raspuns la orice astfel de incident.

Sectiunea 10
Relatia cu Acordul PCSC

Prezentul Aranjament de punere in aplicare serveste ca aranjament de punere in aplicare in
baza Acordului PCSC, iar Participantii recunosc faptul cé toate prevederile Acordului PCSC
se aplicd prezentului Aranjament de punere in aplicare. In cazul unui diferend intre prevederile
Aranjamentului de punere in aplicare si prevederile Acordului PCSC, prevederile Acordului
PCSC prevaleaza.

Sectiunea 11
Cheltuieli

Fiecare Participant se angajeazd sd-si suporte propriile cheltuieli pentru implementarea
prezentului Aranjament de punere in aplicare. In cazuri speciale, Participantii pot decide altfel
de comun acord.

Sectiunea 12
Consultiri

Se asteapta ca diferendele privind implementarea i interpretarea prezentului Aranjament de
punere in aplicare sa fie solutionate prin negocieri intre Participanti.



Sectiunea 13
Prevederi Finale

. Prezentul Aranjament de punere in aplicare devine operational la data ultimei note, transmise
in cadrul unui schimb de note diplomatice intre Participanti, care confirmid cid fiecare
Participant a parcurs procedurile sale interne necesare pentru implementarea prezentului
Aranjament de punere in aplicare.

. in indeplinirea procedurilor previzute in prezentul Aranjament de punere in aplicare,
Participantii inteleg c& vor actiona conform cu si in mésura permisa de legislatiile lor nationale
si de obligatiile ce decurg din Acordul PCSC.

. Participantii se angajeazd si se informeze reciproc cu privire la schimbarile survenite in
legislatiile nationale care pot afecta semnificativ procesul de operare sau implementarea
prezentului Aranjament de punere in aplicare.

. Prezentul Aranjament de punere in aplicare poate fi modificat prin decizia comuna, exprimati
in scris, a Participantilor.

. Fiecare Participant poate inceta prezentul Aranjament de punere In aplicare in orice moment.
Participantul care inceteazi Aranjamentul de punere in aplicare transmite celuilalt Participant,
cu cel putin trei luni inainte, o notificare prealabild in legaturd cu intentia sa de incetare a
prezentului Aranjament de punere in aplicare. Cu exceptia cazului in care decid altfel in scris,
Participantii recunosc cé incetarea prezentului Aranjament de punere in aplicare nu afecteazi
realizarea activititilor aflate in derulare la momentul transmiterii notificarii privind incetarea.
in cazul incetirii prezentului Aranjament de punere in aplicare, Participantii se angajeazi si
continue si protejeze toate datele cu caracter personal furnizate in temeiul prezentului
Aranjament de punere in aplicare, conform prevederilor relevante ale Acordului PCSC.

Semnat la.BCEY la data de.)3. ianvarie. 2924 tn dous exemplare in limbile romana si
englezd, ambele texte fiind egal valide.
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